LAMPIRAN

Lampiran 1 Monitoring pengguna di Zona A

Saye Configuration ~ Ping  Logout Refresh

[TOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Clients

Current Filter AP Name:AP-A [Change Filter] [Clear Filter]

Client MAC Addr IP Address(Ipv4/Ipv6) AP Name WLAN Profile WLAN SSID Use

00:08:22:58:c0:aa 10.19.1.54 AP-A-5-1 UMY Student UMY-Student fatik]

00:08:ca:af:7a:ab 10.19.1.178 AP-A-1-1 UMY Student UMY-Student ari.g

00:03:00:84:c8:49 10.19.1.183 AP-A-2 UMY Student UMY-Student delly

00:61:71:f1:95:76 10.19.1.77 AP-A-4 UMY Student UMY-Student siti.w
10.19.1.122 AP-A-5-1 UMY Student UMY-Student hazr.
10.19.3.82 AP-A-Dasar-1 UMY Faculty UMY-Faculty Unkr
10.19.3.38 AP-A-4 UMY Faculty UMY-Faculty nur.é
10.19.0.234 AP-A-5-1 UMY Student UMY-Student riza.
10.19.1.161 AP-A-1-1 UMY Student UMY-Student linda
10.19.3.83 AP-A-1-2 UMY Faculty UMY-Faculty uUnkr
10.19.1.52 AP-A-1-1 UMY Student UMY-Student muh
10.19.1.104 AP-A-5-1 UMY Student UMY-Student dini.
10.19.3.80 AP-A-4 UMY Faculty UMY-Faculty muh
10.19.1.155 AP-A-4 UMY Student UMY-Student azha
10.19.3.128 AP-A-Dasar-1 UMY Faculty UMY-Faculty Unkr
10.19.1.184 AP-A-4 UMY Student UMY-Student Unkr
10.19.1.66 AP-A-2 UMY Student UMY-Student Unkr
10.19.0.15% AP-A-2 UMY Student UMY-Student desi.
10.19.2.153 AP-A-1-1 UMY Faculty UMY-Faculty uUnkr
10.19.2.200 AP-A-1-1 UMY Faculty UMY-Faculty adli.
10.29.1.109 AP-A-5-1 UMY Student UMY-Student akbz

Saye Configuration ~ Ping  Logout Refresh

WILANS OLLER  WIRELESS SECURITY MANAGEMENT N HELP  EEEDBACK f Home

Clients
Current Filter AP Name:AP-B [Change Fifter] [Clear Filter]

Client MAC Addr IP Address(Ipva/Ipv6) AP Name WLAN Profile WLAN SSID Use L
10.29.3.196 AP-B-1-2 UMY Faculty UMY-Faculty robif I
10.29.2.232 AP-B-5-1 UMY Faculty UMY-Faculty Unkr,
10.29.3.160 AP-B-1-1 UMY Faculty UMY-Faculty afri.;
10.29.4.120 AP-B-5-2 UMY Guest UMY-Guest Unkr,
10.29.0.178 AP-B-2 UMY Student UMY-Student brioZ

AP-B-1-2 UMY Faculty UMY-Faculty unkr
AP-B-2 UMY Faculty UMY-Faculty imro
AP-B-2 UMY Student UMY-Student wasi
AP-B-1-2 UMY Faculty UMY-Faculty Unkr
AP-B-5-1 UMY Student UMY-Student adar.
AP-B-1-2 UMY Student UMY-Student henii
AP-B-2 UMY Student UMY-Student dini.f
AP-B-5-1 UMY Student UMY-Student Fatin
AP-B-2 UMY Student UMY-Student akhr
AP-B-1-1 UMY Faculty UMY-Faculty dian.
AP-B-5-1 UMY Student UMY-Student Zain
AP-B-1-2 UMY Student UMY-Student unkr
AP-B-2 UMY Student UMY-Student Rio.s
2c;5b:b8:2f:e5:eb AP-B-5-1 UMY Student UMY-Student Unkr
2c:5b:b8:3f:5fice AP-B-1-1 UMY Faculty UMY-Faculty khar
30:0d:43:b3:7a:ed AP-B-1-2 UMY Faculty UMY-Faculty imer _
ol i v
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Lampiran 3 Monitoring pengguna di Zona D

Saye Configuration ~ Ping  Logout Refres]

MONITOR ~ WLANs

Clients

Current Filter

NTROLLER ~ WIRELESS

AP Name:AP-D

[Change Filter] [Clear Filter]

MANAGEMENT COMMANDS HELP FEEDBACK

A Hom|

Client MAC Addr 1P Address(Ipva/Ipv6) AP Name WLAN Profile WLAN SSID Usel
10.49.1.228 AP-D-1 UMY Student UMY-Student denr
10.49.0.145 AP-D-1 UMY Student UMY-Student dic.il
10.49.0.139 AP-D-1 UMY Student UMY-Student sarit

00:22:fb:5b:17:2a 0.0.0.0 AP-D-2-1 UMY Guest UMY-Guest Unkr

00:86:65:86:06:95 10.49.0.59 AP-D-1 UMY Student umMY-Student angg
00:eb:2d:a2:3e:af 10.49.2.161 AP-D-2-2 UMY Faculty UMY-Faculty fighz
6f:01:d3:29 10.49.1.223 AP-D-Dasar UMY Student uMY-Student rizkis
10.49.3.84 AP-D-1 UMY Faculty UMY-Faculty nuru

10.49.1.181 AP-D-2-1 UMY Student UMY-Student bust;

AP-D-1 UMY Faculty UMY-Faculty dyar

AP-D-1 UMY Student UMY-Student heny

10.49.1.132 AP-D-2-2 UMY Student umMY-Student taufi

10.49.2.132 AP-D-1 UMY Faculty UMY-Faculty Anitz

10.49.1.195 AP-D-1 UMY Student UMY-Student Widy

10.49.1.220 AP-D-1 UMY Student UMY-Student angc

02:3f:97 10.49.2.69 AP-D-1 UMY Faculty UMY-Faculty java
10:c3:7b:0b:37:75 10.49.0.251 AP-D-1 UMY Student UMY-Student dwi.s
10:c3:7b:0b:d0:99 10.49.1.194 AP-D-Dasar UMY Student umMY-Student riya.
10.49.2.204 AP-D-1 UMY Faculty UMY-Faculty dea.

10.49.1.155 AP-D-3 UMY Student UMY-Student widi.

10.49.0.239 AP-D-1 UMY Student UMY-Student fator

Lampiran 4 Monitoring pengguna di Zona E

MONITOR ~ WLANs

Clients

CONTROLLER ~ WIRELESS

Current Filter AP Name:AP-E

[Change Filter] [Clear Filter]

MANAGEMENT COMMANDS HELP FEEDBACK

Saye Configuration  Ping

Logout Refre]

A Hom|

Client MAC Addr IP Address(Ipva/Ipvé) AP Name WLAN Profile WLAN SSID Use
00:07:a8:70:17:bc 10.59.8.182 AP-E2-Dasar UMY Faculty UMY-Faculty Muly
00:08:ca:f7:60:55 10.59.1.2 AP-E2-1 UMY Student UMY-Student nida.
10.59.1.158 AP-E1-1 UMY Student UMY-Student galul

10.59.2.51 AP-E2-Dasar UMY Studsnt UMY-Student Achr

10.59.8.245 AP-E3-2 UMY Faculty UMY-Faculty juniz

10.59.0.205 AP-E3-Dasar UMY Student UMY-Student ali.

00:22:68:99:e8:c7 10.59.5.68 AP-E3-2 UMY Student UMY-Student Unkr
:f1:3e:06:74:08 10.59.8.219 AP-E3-Dasar UMY Faculty UMY-Faculty ma.r
04:f7:e4:c6:81:77 10.59.1.171 AP-E2-Dasar UMY Student UMY-Student refal
08:62:66:1f:€9:30 10.59.2.55 AP-Ed-Dasar UMY Student UMY-Student dwitz
08:70:45:7h:d1:5f 10.59.9.44 AP-E3-3 UMY Faculty UMY-Faculty prati
08:8c:2c:cB:2e:35 10.59.8.160 AP-E3-1 UMY Faculty UMY-Faculty Abdt
Oc:1d:af:76:54:c9 10.59.8.138 AP-E1-1 UMY Faculty UMY-Faculty sucic
0c:30:21:5:6¢:07 10.59.2.78 AP-E1-1 UMY Student = UMY-Student ghez
Oc:3e:9fic7:f8:1f 10.59.9.92 AP-E2-Dasar UMY Faculty UMY-Faculty putri
10.59.2.66 AP-Ed-Dasar UMY Student UMY-Student Deri:

10.59.1.51 AP-E3-1 UMY Student UMY-Student septi

10.59.5.199 AP-E2-1 UMY Faculty UMY-Faculty Unkr

10.59.8.147 AP-E2-1 UMY Faculty UMY-Faculty sujui

10.59.1.172 AP-E4-Dasar UMY Studsnt UMY-Student I.jatr

10:c3:7b:38:54:53 10.59.1.255 AP-Ed-Dasar UMY Student UMY-Student ulfa.



Lampiran 5 Monitoring pengguna di Zona F

WIANS

Clients

CONTROLLER ~ WIRELESS

Current Filter AP Name:AP-F
Client MAC Addr IP Address(Ipv4/Ipvé)
00:08:22:8c:7a:13 0.0.0.0
00:08:22:fe:fa:db 10.69.10.96

d3:f2 10.69.9.168
00:18:60:7a:58:bc 10.69.16.80
00:1c:7b:dd:f3:e8 10.69.10.108
00:1e:ad:ic:5e:a8 10.69.0.21
00:22:68:93:3c:ad 10.69.6.160
10.69.8.161
10.69.8.72
10.69.16.138

00:27:15:27:47:3d 10.69.2.243
00:71:cc:3b:28:ab 10.69.16.131
02:08:52:52:1e:78 10.69.10.43
04:54:53:ef:7d:18 10.69.9.180
08:3d:88 4c:91 10.69.2.58
08:62:66:61:bc:df 10.69.10.11
08:70:45:06:c5:2d 10.69.10.1
08:8¢:2¢:01:37:37 10.69.1.157
08:8¢:2¢:0f:6¢:81 10.69

Lampiran 6 Monitoring pengguna di Zona G

MONITOR ~ WLAN:

Clients

Current Filter

Client MAC Addr

0B:8c:2c:e5:30:b

:40:d2

s "ONTROLLER ~ WIRELESS

AP Name:AP-G

IP Address(Ipv4/Ipv6)
10.79.6.155
10.79.6.59
10.75.6.96
10.79.8.217
.74
10.79.8.140

10.79.1

10.79.6.1
10.79.9.13
10.79.9.43
10.79.6.200
0.0.0.0
10.79.9.7
10.79.9.49
10.79.6.195
10.79.9.16
10.79.9.
10.79.9.

10.79.6.
10.79.6.47
10.79.9.52
10.79.11.79

SECURITY

[Change Filter] [Clear Fitter]

SECURITY

[Change Filter] [Clear Fitter]

MANAGEMENT

MANAGEMENT

AP Name
AP-F3-2
AP-F5-2
AP-F6-1
AP-F6-Dasar
AP-F2-Dasar
AP-Fi-1
AP-F1-Dasar
AP-F1-Dasar
AP-F1-Dasar
AP-F4-2-1
AP-F3-2
AP-F5-Dasar
AP-F1-2
AP-F3-4
AP-F7-2
AP-F4-2-1
AP-F1-Dasar
AP-F1-2
AP-F5-1
AP-F2-2
AP-F3-3

AP Name
AP-G4-1
AP-G4-1
AP-G2-Dasar
AP-G3-2
AP-G2-Dasar
AP-GS-1
AP-GG-Dasar
AP-G1-1
AP-G5-1
AP-G4-1
AP-G&-Dasar
AP-GE-1
AP-G4-1
AP-G6-Dasar
AP-G5-2
AP-G6-2
AP-G5-2
AP-G2-Dasar
AP-G2-Dasar
AP-G4-1
AP-G5-2

COMMAND

COMMANDS

HELP EEEDBACK

WLAN Profile
UMY Student
UMY Faculty
UMY Faculty
UMY Guest
UMY Faculty
UMY Student
UMY Student
UMY Faculty
UMY Faculty
UMY Guest
UMY Student
UMY Student
UMY Student
UMy Guest'
UMY Faculty
UMY Faculty
UMY Student
UMY Faculty
UMY Faculty
UMY Student
UMY Faculty

HELP  EEEDBACK

WLAN Profile
UMY Student
UMY Student
UMY Student
UMY Faculty
UMY Student
UMY Faculty
UMY Student
UMY Faculty
UMY Faculty
UMY Student
UMY Guest
UMY Faculty
UMY Faculty
UMY Student
UMY Faculty
UMY Faculty
UMY Faculty
UMY Student
UMY Student
UMY Faculty
UMY Faculty

Save Configuration

EBing
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Logout Refres

A Hom

Entries 1 - 75 of 360
L 12343 L

WLAN SSID
UMY-Student
UMY-Faculty
UMY-Faculty
UMY-Guest

UMY-Faculty
UMY-Student
UMY-Student
UMY-Faculty
UMY-Faculty
UMY-Guest

UMY-Student
UMY-Student
UMY-Student
UMY-Guest

UMY-Faculty
UMY-Faculty
UMY-Student
UMY-Faculty
UMY-Faculty
UMY-Student
UMY-Faculty

Save Configuration

Entries 1

WLAN SSID
UMY-Student
UMY-Student
UMY-Student
UMY-Faculty
UMY-Student
UMY-Faculty
UMY-Student
UMY-Faculty
UMY-Faculty
UMY-Student
UMY-Guest

UMY-Faculty
UMY-Faculty
UMY-Student
UMY-Faculty
UMY-Faculty
UMY-Faculty
UMY-Student
UMY-Student
UMY-Faculty
UMY-Faculty

Bing

Use|
Unlker|
Unlker|
soba
novy
hidar
muly
arlia
bayt
Feriy
dina:
panc
fatia
achn
nurv
latar

Diori

deni.
sari,
ghifz
Wset

Logout Refr
A Hom|

75 of 111
12

Use
denz
fail.s
intar
pugL
riske
Anitz
Unkr
dalli-
Resh
dhar
Unkr
davi
abdu
evin
hasz
novi
satri
Faja
erike.
dhar
toha
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Lampiran 7 Monitoring pengguna di Zona H

Configuration ~ Bing  Logout

MONITOR ~ WLANs ITROLLER ~ WIRELESS  SECURITY  MANAGEMENT MMANDS  HELP  FEEDBACK

Clients
Current Filter AP Name:AP-H [Change Filter] [Clear Filter]
Client MAC Addr 1P Address(Ipv4/Ipv6) AP Name WLAN Profile WLAN SSID Use
10.89.2.249 AP-H-D-3 UMY Student UMY-Student desi.
10.88.8.5 AP-H-D-5 UMY Faculty UMY-Faculty m.m
10.89.0.140 AP-H-D-5 UMY Student UMY-Student indal
10.89.3.19 AP-H-D-4 UMY Student UMY-Student diya
10.89.3.131 AP-H-D-5 UMY Student UMY-Student hary
10.89.0.128 AP-H-D-1 UMY Student UMY-Student nenc
10.89.0.135 AP-H-D-5 UMY Student UMY-Student Ipief
10.69.9.198 AP-H-D-1 UMY Faculty UMY-Faculty taka
10.89.2.229 AP-H-D-5 UMY Student UMY-Student dicky
10.89.10.51 AP-H-D-1 UMY Faculty UMY-Faculty unkr
20:10:72:85:14:1f 10.89.1.59 AP-H-D-2 UMY Student UMY-Student indal
24:22:71:da:79:da 10.89.0.232 AP-H-D-5 UMY Student UMY-Student ferdi
24:fd:52:33:bc:b3 10.89.0.219 AP-H-D-5 UMY Student UMY-Student hikrr
10.89.1.72 AP-H-D-5 UMY Student UMY-Student tifan
10.89.2.114 AP-H-D-1 UMY Student UMY-Student anis:
0.0.0.0 AP-H-D-5 UMY Student UMY-Student unkr
10.89.3.73 AP-H-D-1 UMY Student UMY-Student agus
34:e2:fd:88:07:c9 10.89.16.26 AP-H-D-5 UMY Guest UMY-Guest Unkr
3c:ab:B8e:98:fd:61 10.89.0.92 AP-H-D-4 UMY Student UMY-Student emir
40:f0:2f:cb:b6:d6 10.89.11.143 AP-H-D-1 UMY Faculty UMY-Faculty Unkr
44:74:6c:c7:42:16 10.89.3.24 AP-H-D-5 UMY Student UMY-Student andi.

Lampiran 8 Cisco Prime Infrastructure
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Cisco Prime Infrastructure merupakan perangkat tambahan dalam UWN dimana

perangkat ini memiliki fitur-fitur sebagai berikut:
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- Konfigurasi dan monitor perangkat jaringan baik jaringan kabel maupun
nirkabel

- Audit dari konfigurasi pada perangkat jaringan yang sudah terpasang

- Melihat heatmaps / persebaran sinyal jaringan nirkabel.

- Melakukan reporting berdasarkan kategori-kategori yang diinginkan.

Cisco Prime Infrastructure ini dapat membantu Staf BSI untuk memelihara dan

memonitori jaringan kampus UMY secara terpusat dan mudah.

Lampiran 9 Cisco Mobility Service Engine
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Cisco Mobility Service Engine merupakan perangkat tambahan dalam UWN

dimana perangkat ini memiliki fitur-fitur sebagai berikut:

- Deteksi serangan jaringan nirkabel, baik itu serangan AP Flooding, DoS,
DDoS, Fake AP dan lain-lain.

- Automatis memitigasi masalah yang ditemukan didalam jaringan nirkabel
terkait serangan-serangan seperti disebutkan diatas.

- Melakukan pencarian dari sumber serangan
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- Melakukan reporting sesuai dengan keperluan managemen kampus.

Lampiran 10 Cisco Connected Mobile Experience

GUEST PRESENCE GUEST ACCESS GUEST EXPERIENCE

Seamless and secure
Wi-Fi connectivity

Mobile device and Highly-relevant content

characteristics detected and services based on
before they enter ng%r;gizsr'ogrr%?:\eg' user attributes and
the venue real-time location

credentials identified
LOCATION ANALYTICS

Insights into customer online and onsite behavior, traffic paths, dwell times, location density etc.

\ J

Cisco Connected Mobile Experience (CMX) adalah perangkat tambahan dalam
sistem UWN dikhususkan untuk kebutuhan akses tamu di kampus UMY. CMX

memiliki fitur-fitur sebagai berikut:

Kustomisasi halaman captive portal dengan mudah dan cepat

- Login captive portal bisa dibuat dari media sosial, voucher atau sms

- Melihat pola kunjungan dari pengunjung

- API yang bersifat terbuka sehingga semua developer bisa mengembangkan

aplikasi sendiri berdasarkan data yang dihasilkan oleh CMX.
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